2018/10/6 LinuxEtFE

0] 7E Linux FECEE FEFAINUEAY SSH
LinuxE%%&

(REEZARS, AJREXZE)

FX: SK, EBiE: Linux®E/LuMing
linux.cn/article-10086-1.html

AL 2ETF SSH ZFHRYIAIE?

RFETEH, Secure Shell, X# SSH, BAFMRETELZEMLE (0 Internet) FIZIERLK Z18)
RLIFRABEENMBME NN . TieARER SSH B LLZeMR LR EHIE, EHETREALK LS
S IN%E, HETEENRSA LEER, SSH ZRETEMMESR, BEFEBIANE, ETFEHINE,
EFENNENBERZINL. &% BANIANEAREETBHEIAEMEFZAINL,

EETFEEINED, REENRNEBEERFELLRAFPNZRRE, NMRMFRIERZEAFNZE, RELUE
F8 ssh user@remote-system-name AR EBN RS, F—FHHE, EETFTEFHINEFR, AT7EL
SSH &1, MEEZELEM SSH HZAX, HEARERLK LF SSH A, 81 SSH BIAXHFMAS
NEAER. PN ZREEZEFRS L, NPENZEERITRERS, (RANIZBELFABBLEM A
FERBA3 SSH MERNEARE 7T ESHES,

XEHE, BAVEITICMETE Linux LEEEFZIHINIERN SSH,

7 Linux FEEEE FTZEEHIAUEAY SSH

ABEEET, HIGER Arch Linux AERMALS, Ubuntu 18.04 LTS AIZIER T

AHARFIFF:

e OS: Arch Linux Desktop
e |P address: 192.168.225.37/24

2 RSIFE:

e OS: Ubuntu 18.04 LTS Server
e |P address: 192.168.225.22/24
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KR REE

MEERZAF, EETEHRIMNENAZEF, BEBE SSH HRRERSR, FTEEA/PALERRRE
R, RNIPABEIHRETZIERFAN— ~/.ssh/authorized_keys XHH,

AREI. AEMER root BRERZERY, XHFERE root BRARLUER. £AE®EAFEIZEA
o

WME, IERMNEXRMARLZE LEIE—D SSH BiAX, REEERFHAZLEITTENGR,
$ ssh-keygen

FENHSBRUR—1 2048 {180 RSA BN, FEBHARALED, FEENR, BERNE
B, EEBLBHE,

=Sk ih

| Generating public/private rsa key pair.
2 Enter file in which to save the key (/home/sk/.ssh/id_rsa):
i Enter passphrase (empty for no passphrase):
4 Enter same passphrase again:
5 Your identification has been saved in /home/sk/.ssh/id_rsa.
6 Your public key has been saved in /home/sk/.ssh/id_rsa.pub.
/ The key fingerprint is:
8 SHA256: wYOgvdkBgMFydTMCUI3anUxVJs+p2287Tn4uaZSKyE [email protected]
9 The key's randomart image is:
10 +---[RSA 2048]----+
| +=4*= + |
|0.0=.%* = |
|.00 * 0 + |
|. =+ ., 0 |
S |

.
|
|
l
19 | .0*=00+ |

+-———[SHA256] ————— -

MRMEBLLIBTERX, MBBIUTER. WAy MBEEEFENENR,.

/home/username/.ssh/id_rsa already exists.

Overwrite (y/n)?

BERBIEEAIER. MRMFEWATED, BABREL SSH HRIZERFNEBERIMNERD, B
EIRERT SSH RIEREFTER, MRMABERN (BEAFR:) , BREMEFARLEE, fd
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REWRERENE. NR2NAEXRE, EALTENER ssh BENAZH AT ER. XMHBANIZ
REERHENBERLTER, 0, REAPAANRSHEIZERS. (B, A rsync TEHE

WRIBELEMNAXM ~/.sshlid_rsa FE T EZRBNER, EREFMATEBNEH, FETE
W<

$ ssh-keygen -p -f ~/.ssh/id_rsa
R

Enter new passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved with the new passphrase.

ME, BNEBELKEAMASL LR TEHRN, FTHR, FRTEMNGSE SSH QHENERNIZE
SSH RS im £

$ ssh-copy-id sk@192.168.225.22

EXE, FEAH (Arch Linux) RELHAAEIETIZERS (Ubuntu 18.04 LTS) L. ME
AREH, TENGSSBEAMAL ~/sshiid rsapub XEFHWABENIZTE RS
~/.ssh/authorized_keys F, BAEATMI3? IEHHE,

HIN yes RUMLHERIRAVIZIE SSH BRSF iR, HE, WAZERSGAF sk &R,

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed
' /usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install the new keys
_ sk@192.168.225.22"s password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'sk@192.168.225.22'"
8 and check to make sure that only the key(s) you wanted were added.

MRMFELKIEN TR, BREBRAFNERE, £/ - ZNBESZSEENER.
$ ssh-copy-id -f sk@192.168.225.22

ENMNMECLHMINME AR AL SSH AHERINHETIZER S, WE, UBINNETERAE LTEE
BEEFEEINMNENAR. BARNELERE T ZHIME, RLLABEERBIAET -

TR AR EZERAETEBIAERN SSH
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REBETE root AR H#E sudo HITTEMGH L,
DHETFEBIIANE TEEERERANZHEERIE /etc/ssh/sshd_config BL &S :
$ sudo vi /etc/ssh/sshd_config

KEITEX—T, ZEIRARREILA no:
PasswordAuthentication no

BF ssh RSBILEER.
$ sudo systemctl restart sshd

MM R 517 RIEIE R 4

EAMAR LEAMS SSH RINEZARS I :
$ ssh sk@192.168.225.22

BNER,

BEG4E -

Enter passphrase for key '/home/sk/.ssh/id_rsa’:
Last login: Mon Jul 9 09:59:51 2018 from 192.168.225.37
sk@ubuntuserver:~$

IMTE, fRELBE SSH REVIZIZRS T WRFAM, FNTBLERAZAT ssh-keygen SIZHHEIDE Ritt
TIZERZGHIKS, MASERIIKF KIRBER,.

MEMIIEMNECTERIRAS ssh (ZRERES) , MEBIIXZBEIRER, thin, HiXEEIHS
M CentOS SSH 347 Ubuntu &%

(ESTE T
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l The authenticity of host '192.168.225.22 (192.168.225.22)"' can't be established.
' ECDSA key fingerprint is 67:fc:69:b7:d4:4d:fd:6e:38:44:a8:2f:08:ed:f4:21.

5 Are you sure you want to continue connecting (yes/no)? yes

4 Warning: Permanently added '192.168.225.22"' (ECDSA) to the list of known hosts.
5 Permission denied (publickey).

WYRFROL, BRT CentOS (LCTT i¥F: IBIELX, XEBNiZE Arch) &A%, FEEBEIHEEME
A& 4% SSH ihIRIFMIZIZ RS Ubuntu 18.04,

7N SSH BRBImAIMNMEZ R I RAFKBETH

XAIEEEE, MEREIHEE, BRIFMEER (FZIHHFH, & Ubuntu) , FNUIRREE
it SSH iFRIELIEE RS, NRBAFLELAELSRFIHTUNREISIEILE SSH RS iR, 'ﬁzl"'lﬁ, A
H? REE, MEEBEEFRAENEFPIHERS LER SSH ZHEXH B FEhEN ssh AFAFEEEL ssh
TR AIT AR S5 iR Lo

EEFImRAS LEIE SSH XY, =17
$ ssh-keygen

WMANRREE, W, ssh BIENERER T, IRFEFHIERR (FE2HA) ENEZERS K
Eo

FRUTHRLSERLA:
$ cat ~/.ssh/id_rsa.pub
NizeBEEMUTENER:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCt3a9tleK5rPx9p74/KjEVXa6/O0ODyRpOQLS/sLp8W6IiTxFL+UgALZIupV
NgFjvRR5luJ9dLHWwc+d4umavAWz708e6Na9ftEPQtC28rTFsHwmyLKvLkzcGkC5+A0NdbiDZLaK3K3wgqljzYYKT
5k+1aNS6virx5LDObcPNPEBDt4vTixQ7GZHrDUUk55861KeFfwMCWguHveTN7ykmo2EyL2rV7TmYqg+eY2ZqqcsoKO
fzZXMK7iifGXVmugqTkAmZLGZK8a3bPb6VZd7KFum3Ezbu4BXZGp7FVhnOMgau2kYeOH/ItKPzpCAn+dg3NAAziCCx

nl9b4nSSGz3mMY4Y7 ostechnix@centosserver

ENFEARE (@Y USB Ko EEEEMNR) , AREMRNEERS KK, G TEAR
¥, £ $SHOME TFEIEX MR ssho IRFEEL root BHITHRS (£ F—EFE root)

$ mkdir -p ~/.ssh
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WME, RIS RIBRNEFiRRFN QAR ER,

echo {Your_public_key_contents_here} >> ~/.ssh/authorized_keys

FIRERFLES ssh IS, WE, RETUEHIE i L SSH 2RSS T o

WREFFoIRM ssh NRPFLERERE, ERERA LB MBRARIEINE, F8 ssh-copy-id 5%
MEMAZ EENER, REZABBEINIE.

(X TRl

MRARBREVGFX&RNE, BERLAASKIEE

ifl"

st
(878] + ( XEBIRE) + XEGEE

OF Nk
(#f8)] (FEBMERRERFR, H+ZEM 1T RHEL) | http://blog.jobbole.com/94148/
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