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TEA{FEME: wpa_supplicantflwireless-tool

Mgt N
BT RIT AL SRR T2

FREXEHRTREBNEZRETLEMEH T A wireless-tools Swpa_supplicant, FEiR T
XN TEFMER S

wpa_supplicant

1.
wpa_supplicant@— M RINE, BAEWEIESILinux, WindowsURBEZHRAREL L. ©
EWPARK ARINER P, ARERIMEEXHNER. MEEIE,

2.
wpa_supplicant@— MILIETTH SFIP#EE, HERO2—NMEERFR, TEERREIHRPLEWPA
RSN, BHH<. RohEH. REEES.

wpa_supplicantfkifiFopensslZE, FTATERIFwWpa_supplicantFIZE4miFRE Topenssl 3.0
. Zi34miEEMwpa_supplicantRREFRIUE RN EEMAMITIA: wpa_supplicantfl
wpa_clic wpa_supplicant@iZ0IRETEF, Eflwpa_clitV X RAMEBRSIFNEFIHNXR: 5
&izfTwpa_supplicant, wpa_cli@idwpa_requestEfsendiEwpa_supplicanti#igk Higz,
RE, EEMEGSHSILE

M{AAwpa_supplicantiEiE— P WiFifhs?

YmnEsewlaniksha, Bt wpa_supplicantiRSIRVFIFHTE

HizfTwpa_supplicant 55230 :

/usr/bin/wpa_supplicant -d -Dnl80211 -iwlan@ -c/etc/wpa_supplicant.conf -B
/usr/bin/wpa_supplicant : wpa_supplicant@[#i{Ti&Fpath

-d : debug HEMFIRER

-D @ driver FIEFSEMIRENER, n180211F HAINIANE, BHIFFTBETLTHBEREZIFE,; wex
-i : interface MEIEOEF wlano

-c : ilename -cRIREVECENXfF/etc/wpa_supplicant.conf

-B: FRIETT

wpa_supplicant.confREBEXHRZE, MNEAwpa_cliftBMLEMIE, ELVBRIEUTRITEREXE
# $EEsocketBEFHEMhostapd_cliidfs

ctrl_interface=/var/run/wpa_supplicant

# {EMwpa_supplicantFIFEFIEEAP
ap_scan=1

https://zhuanlan.zhihu.com/p/648347305

1/9


https://www.zhihu.com/question/48510028
https://www.zhihu.com/people/ha-ha-ha-79-50-29-95
https://www.zhihu.com/people/ha-ha-ha-79-50-29-95
https://www.zhihu.com/people/ha-ha-ha-79-50-29-95

2023/11/16 12:45

TEAMFARE: wpa_supplicantfwireless-tool - K1F

# TEECEENSSIDERE (IERABEN, BE—RBESN), FREAARTwpa_cli save_config

update_config=1

EERINZRSSIDRYERE X 1

ctrl_interface=/var/run/wpa_supplicant

update_config=1
ap_scan=1

network={
ssid="NONE_T
key_mgmt=NON

EST"
E

JZEIZEWPA2-PSK/WPA-PSKEISSIDRIERE 314

ctrl_interface=/var/run/wpa_supplicant

update_config=1
ap_scan=1

network={
ssid="WPA2_PS
key_mgmt=wPA

K_TEST"
-PSK

psk="11111111"

EFEWPA3-PSERISSIDRIERE X {5

ctrl_interface=/v
update_config=1
ap_scan=1

network={
ssid="WPA3_P
key_mgmt=SAE
psk="1111111
ieee80211w=2

ar/run/wpa_supplicant

SE_TEST"

1"

ERAEBIEEMNSSIDIEE S RS i#wpa_supplicant.confEtEXHE, SRBHIAREETRE
TAMEEELDHCPHIZAN T IRENNGE, R ZAERBRIE, TENGETUBEEEENE

RImES LR

wpa_clifg BiEERM

wpa_cli -i wlan®
wpa_cli -i wlan®
wpa_cli -i wlan®
wpa_cli -i wlan@

ZHISSID

add_network

set_network © ssid '"NONE_TEST"'
set_network © key_mgmt NONE
enable_network 0

wpa_clifd BiE##WPA2-PSKAISSID

wpa_cli -i wlan@
wpa_cli -i wlan@
wpa_cli -i wlano
wpa_cli -i wlan®
wpa_cli -i wlan®

add_network

set_network © ssid '"WPA2_PSK_TEST"'
set_network 0 key_mgmt WPA2-PSK
set_network © psk '"11111111""'
enable_network 0

wpa_clifg BiEZEWPA3-PSERISSID

https://zhuanlan.zhihu.com/p/648347305

2/9



2023/11/16 12:45 TEAMFARE: wpa_supplicantfwireless-tool - K1F

wpa_cli -i wlan®@ add_network

wpa_cli -i wlan® set_network 0 ssid '"WPA3_PSE_TEST"'
wpa_cli -i wlan® set_network 0 key_mgmt SAE

wpa_cli -i wlan® set_network 0 psk '"11111111"'
wpa_cli -i wlan0® set_network 0 ieee80211w 2

wpa_cli -i wlan@ enable_network 0

HithEAwpa_clifif<

# wpa_cli status /I EBEMERE
Selected interface 'wlan@'
bssid=00:0b:82:a4:2d:f2
freq=5745
ssid=WPA2_PSK_TEST

id=1

mode=station
wifi_generation=5
pairwise_cipher=CCMP
group_cipher=CCMP
key_mgmt=WPA2-PSK
wpa_state=COMPLETED
ip_address=192.168.132.136
address=c0:74:ad:e8:5e:60
ieee80211ac=1

# wpa_cli scan / /TS RARWIFIRETHEER
Selected interface 'wlan@'
oK

# wpa_cli scan_results //FIHEHASRBER

c2:74:ad:79:f1:0d 2412 -61 [WPA2-PSK-CCMP][ESS] 8888
c2:74:ad:69:f1:0d 2412 -62 [WPA2-PSK-CCMP] [ESS] 7777
c2:74:ad:49:f0:85 2462 -63 [WPA2-PSK-CCMP] [ESS] 5555
c2:74:ad:9e:a0:b9 2437 -64 [WPA2-PSK-CCMP] [ESS] ygz1111
# wpa_cli list_network //BERLFNEE T HFNEE/L1SSID

Selected interface 'wlan@'
network id / ssid / bssid / flags

0 wp_master any
1 WPA2_TEST any [CURRENT]
2 WPA3_TEST  any

# wpa_cli enable_network $NET_ID //{EREMFnet_id
wpa_cli select_network $NET_ID //fHR{EAWnet_id
# wpa_cli remove_network $NET_ID //=iZEnet_id, tEtR=IZHSSID

I+

wpa_cli disconnect //HFFFMIRIERE

wpa_cli reconfigure //wpa_supplicant#iZteREVBHEEREMMEBECE XM/ etc/wpa_supj
wpa_cli save_config //REFEBEIHRERML L

wpa_cli reconnect // EiEiE

#* ¥ #* H

—HEAUSBELM &, #BRMAITwpa_supplicant®
A LU A REIRmdevATlEl

—EEBWIFI AP, FiBEIHITdhclient, AJUGHIAGFE M

# wpa_cli -a/sbin/wpa_action.sh -B ///G&¥%MBIZAwpa_action.sh
wireless-toolti LU E RN ITR

WirelessTools (WT) 2 FRIREM LM EHITREN T RASE, FmFMEHFlibnlE, wpa_cli
LR AR B EIEFRE TAM £, B EWirelessToolsA—E B LURIEFRE TAM £, EEIEUTI
A:

iwconfig: REEATLSH, BRLmEoct AFRSTIA
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LR, mEA%

iwspy: RENEMT SFHENRE

iwpriv: iwpriviwconfighViRBI TR, & Fioctl BFASIA

ifrename:

‘it E TAKIMA T MBR M.

EF&M#HSingEaRiEn

A ARCMIEWIFIFIE,

ERANIRSTHEUTRE:

iwlist HEXMY
# iwlist

Usage: iwlist [interface]

scanning [essid NNN] [last]

[interface] frequency
[interface] channel
[interface] bitrate
[interface] rate
[interface] encryption
[interface] keys
[interface] power
[interface] txpower
[interface] retry
[interface] ap
[interface] accesspoints
[interface] peers
[interface] event
[interface] auth
[interface] wpakeys
[interface] genie
[interface] modulation
# iwlist wlan® scan //FIHXIERITLME
Cell 01 - Address: C2:74:AD:49:F0:85
ESSID:"5555"
Mode :Managed
Frequency:2.462 GHz (Channel 11)
Quality:2/5 Signal level:-72 dBm Noise level:0 dBm
IE: IEEE 802.11i/WPA2 Version 1
Group Cipher : CCMP
Pairwise Ciphers (1) : CCMP
Authentication Suites (1) : PSK
Encryption key:on
Bit Rates:1 Mb/s; 2 Mb/s; 5.5 Mb/s; 6 Mb/s; 9 Mb/s
11 Mb/s; 12 Mb/s; 18 Mb/s; 24 Mb/s; 36 Mb/s
48 Mb/s; 54 Mb/s
Cell 02 - Address: C2:74:AD:42:F7:9A
ESSID:"7777"
Mode :Managed
Frequency:5.765 GHz
Quality:2/5 Signal level:-76 dBm Noise level:0 dBm
IE: IEEE 802.11i/WPA2 Version 1
Group Cipher : CCMP
Pairwise Ciphers (1) : CCMP
Authentication Suites (1) : PSK
Encryption key:on
Bit Rates:6 Mb/s; 9 Mb/s; 12 Mb/s; 18 Mb/s; 24 Mb/s
36 Mb/s; 48 Mb/s; 54 Mb/s
Cell 03 - Address: C2:74:AD:9E:A0:B9

https://zhuanlan.zhihu.com/p/648347305

ESSID:"ygz1111"
Mode :Managed
Frequency:2.437 GHz (Channel 6)
Quality:4/5 Signal level:-62 dBm Noise level:0 dBm
IE: IEEE 802.11i/WPA2 Version 1
Group Cipher : CCMP

Pairwise Ciphers (1) : CCMP
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Authentication Suites (1) : PSK
Encryption key:on
Bit Rates:1 Mb/s; 2 Mb/s; 5.5 Mb/s; 6 Mb/s; 9 Mb/s
11 Mb/s; 12 Mb/s; 18 Mb/s; 24 Mb/s; 36 Mb/s
48 Mb/s; 54 Mb/s

# iwlist wlan@ rate //BWMEEX
# iw wlan® link &F

iwkERHY

# iw list # BEANIIFINTEISM, such as band information (2.4 GHz, and 5 GHz),

iphy phye

wiphy index: 0
max # scan SSIDs: 10
max scan IEs length: 2048 bytes

max # sched scan SSIDs: 0

max # match sets: 0
max # scan plans: 1
max scan plan interval: -1

GSPHONE: read event: 16
max scan plan iterations: 0

Retry short limit: 7

GSPHONE: the changed link device index: 3, name is: wlan@ state: 1

Retry long limit: 4

Coverage class: 0 (up to Om)

Device supports roaming.
Device supports T-DLS.
Supported Ciphers:

* WEP40 (00-0f-ac:1)

* WEP104 (00-0f-ac:5)

* TKIP (00-0f-ac:2)

* CCMP-128 (00-0f-ac:4)
* CMAC (00-0f-ac:6)

* GMAC-256 (00-0f-ac:12)
* GMAC-128 (00-0f-ac:11)
* CMAC-256 (00-0f-ac:13)
* 00-90-4c:0

* GCMP-128 (00-0f-ac:8)
* GCMP-256 (00-0f-ac:9)
* GMAC-128 (00-0f-ac:11)
* GMAC-256 (00-0f-ac:12)

Available Antennas: TX 0 RX 0
Supported interface modes:

Band 1:

https://zhuanlan.zhihu.com/p/648347305

* IBSS

* managed

* AP

* p2P-client
* P2P-GO

* P2P-device

Capabilities: 0x1020
HT20
Static SM Power Save
RX HT20 SGI
No RX STBC
Max AMSDU length: 3839 bytes
DSSS/CCK HT40
Maximum RX AMPDU length 65535 bytes (exponent: 0x003)
Minimum RX AMPDU time spacing: 16 usec (0x07)
HT RX MCS rate indexes supported: 0-7
HT TX MCS rate indexes are undefined
Bitrates (non-HT):
* 1.0 Mbps
* 2.0 Mbps (short preamble supported)
* 5.5 Mbps (short preamble supported)
* 11.0 Mbps (short preamble supported)
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6.0 Mbps
9.0 Mbps

12.
18.
24,
36.
48.
54.

© 0 ©6 © © ©

Frequencies:

*
*

*

Band 2:

2412
2417
2422
2427
2432
2437
2442
2447
2452
2457
2462
2467
2472
2484

Mbps
Mbps
Mbps
Mbps
Mbps
Mbps

MHz
MHz
MHz
MHz
MHz
MHZz
MHz
MHZz
MHZz
MHZz
MHz
MHz
MHz
MHz

[1]
[2]
[3]
[4]
[5]
(6]
[7]
[8]
(o]
[1e]
[11]
[12]
[13]
[14]

Capabilities: 0x1020
HT20

Static SM Power

RX HT20 SGI
No RX STBC

Max AMSDU length: 3839 bytes

DSSS/CCK HT40

Maximum RX AMPDU length 65535 bytes (exponent: 0x003)
Minimum RX AMPDU time spacing: 16 usec (0x07)

HT RX MCS rate indexes supported: 0-7

HT TX MCS rate indexes are undefined

(20.0 dBm)
(20.0 dBm)
(20.0 dBm)
(20.0 dBm)
(20.0 dBm)
(20.0 dBm)
(20.0 dBm)
(20.0 dBm)
(20.0 dBm)
(20.0 dBm)
(20.0 dBm)
(disabled)
(disabled)
(disabled)
Save

VHT Capabilities (0x0f805132):
Max MPDU length: 11454

Supported Channel wWidth: neither 160 nor 80+80
RX LDPC

short GI (80 MHz)
SU Beamformee

VHT RX MCS set:

N o g b~ WN BB

8

streams:

streams:

streams:

streams:

streams:

streams:

streams:

streams:

MCS
not
not
not
not
not
not
not

0-9

supported
supported
supported
supported
supported
supported
supported

VHT RX highest supported: 0 Mbps

VHT TX MCS set:

1

N o gk~ WN

8

*
*
*
*
*

*

https://zhuanlan.zhihu.com/p/648347305

streams:

streams:

streams:

streams:

streams:

streams:

streams:

streams:
VHT TX highest supported: O Mbps
Bitrates (non-HT):
6.0 Mbps
9.0 Mbps

12.0
18.0
24.0
36.0

Mbps
Mbps
Mbps
Mbps

MCS
not
not
not
not
not
not
not

0-9

supported
supported
supported
supported
supported
supported
supported
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* 48.0 Mbps
* 54.0 Mbps

Frequencies:

* 5170 MHz [34] (disabled)
* 5180 MHz [36] (30.0 dBm)
* 5190 MHz [38] (disabled)
* 5200 MHz [40] (30.0 dBm)
* 5210 MHz [42] (disabled)
* 5220 MHz [44] (30.0 dBm)
* 5230 MHz [46] (disabled)
* 5240 MHz [48] (30.0 dBm)
* 5260 MHz [52] (30.
* 5280 MHz [56] (30.
* 5300 MHz [60] (30.
* 5320 MHz [64] (30.

dBm) (no IR, radar detection)
dBm) (no IR, radar detection)
dBm) (no IR, radar detection)
dBm) (no IR, radar detection)

* 5500 MHz [100] (30.0 dBm) (no IR, radar detection)
* 5520 MHz [104] (30.0 dBm) (no IR, radar detection)
* 5540 MHz [168] (30.0 dBm) (no IR, radar detection)
* 5560 MHz [112] (30.0 dBm) (no IR, radar detection)
* 5580 MHz [116] (30.0 dBm) (no IR, radar detection)
* 5600 MHz [120] (30.0 dBm) (no IR, radar detection)
* 5620 MHz [124] (30.0 dBm) (no IR, radar detection)
* 5640 MHz [128] (30.0 dBm) (no IR, radar detection)
* 5660 MHz [132] (30.0 dBm) (no IR, radar detection)
* 5680 MHz [136] (30.0 dBm) (no IR, radar detection)
* 5700 MHz [140] (30.0 dBm) (no IR, radar detection)
* 5720 MHz [144] (30.0 dBm) (no IR, radar detection)
* 5745 MHz [149] (30.0 dBm)

* 5765 MHz [153] (30.0 dBm)

* 5785 MHz [157] (30.0 dBm)

* 5805 MHz [161] (30.0 dBm)

* 5825 MHz [165] (30.0 dBm)

Supported commands:

*

*

*

new_interface
set_interface
new_key

start_ap

set_bss

join_ibss
set_pmksa

del _pmksa
flush_pmksa
remain_on_channel
frame
frame_wait_cancel
set_wiphy_netns
set_channel
tdls_mgmt
tdls_oper
start_p2p_device
channel_switch
connect
disconnect

Supported TX frame types:

*

*

*

IBSS: Ox00 0x10 0x20 Ox30 0x40 Ox50 Ox60 OxX70 Ox80 O0x90 Oxat
managed: Ox00 0x10 0x20 O0x30 0x40 O0x50 Ox60 Ox70 Ox80 0x90 €
AP: OX00 0x10 0x20 Ox30 0x40 Ox50 OX60 OX70 Ox80 O0x90 0xa® €
AP/VLAN: 0x00 0x10 0x20 0x30 0x40 Ox50 OXx60 OX70 Ox80 Ox90 €
P2P-client: Ox00 O0x10 Ox20 Ox30 0x40 0x50 Ox60 Ox70 Ox80 OXE
P2P-GO: Ox00 0x10 0x20 O0x30 0x40 O0x50 0x60 O0x70 0x80 0x90 OXx
P2P-device: Ox00 0x10 0x20 0x30 0x40 Ox50 Ox60 Ox70 Ox80 OxE

Supported RX frame types:

https://zhuanlan.zhihu.com/p/648347305

*

*

*

IBSS: 0xde

managed: 0x40 Oxb0 0xdO

AP: 0Xx00 0x20 O0x40 Oxa® Oxb® 0xcO 0xdO
AP/VLAN: Ox00 0x20 0x40 0xa® OxbO OxcO OxdO
P2P-client: 0x40 0xdoO

P2P-GO: OX00 0x20 0x40 0xa® OxbO OxcO OxdO

7/9



2023/11/16 12:45

TEAMFARE: wpa_supplicantfwireless-tool - K1F

* P2P-device: 0x40 0xdo
WOWLAN support:

* wake up on anything (device continues operating normally)
* wake up on pattern match, up to 8 patterns of 1-255 bytes,

maximum packet offset 255 bytes
software interface modes (can always be added):
valid interface combinations:

* #{ AP } <= 2, #{ managed } <= 4, #{ P2P-client, P2P-GO } <=

total <= 5, #channels <= 2
Device supports SAE with AUTHENTICATE command
Device supports scan flush.
Supported extended features:

# iw dev wlan@ link # REUSEEERSES (LNFREEIPHIL)
Connected to 00:0b:82:a4:2d:f2 (on wlanQ)

SSID: WPA2_TEST

freq: 5745

RX: 4389770 bytes (23010 packets)

TX: 918614 bytes (4140 packets)

signal: -31 dBm

rx bitrate: 200.0 MBit/s

tx bitrate: 200.0 MBit/s

# iw wlan0 info # FREUERTIERSER
Interface wlano®

ifindex 3

wdev 0x1

addr c0:74:ad:e8:5e:60

ssid WP805_ROAM_TEST

type managed

wiphy 0

txpower 31.00 dBm
# iw dev wlan@ set freq 2437 #Efwlanoii=
iwEEiftiwconfig

iwconfighaxRy

1. Ed&ssid

# iwconfig wlan® essid liangym
2. EcEmode

# iwconfig wlan® mode Managed
# iwconfig wlan® mode monitor
3. EETIIEIME

iwconfig wlan@ freq 2422000000
iwconfig wlan@ freq 2.422G
iwconfig wlan® channel 3
iwconfig wlan® channel auto

3. FREME

iwconfig wlan® key xxxx / /BINEIERS
iwconfig wlan@ key open / /ERBIIEThREF T FF
iwconfig wlan@ essid "test" //IREESSID
iwconfig wlan@ ap auto 7/ IMNTLMLE

SENE: wpa_supplicant - BHFLEE (archlinux.org)
MBABWARERINE, 0BT+ XF, BEISEEN

SHRN VAR K (B BR8] ] LAY B2 58

TERZINE
% 10 7838 5.0
Q@ BEFRITL FRIRT

& 1396 REE &I

BEHE:

https://zhuanlan.zhihu.com/p/648347305
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linux TLMLKEZE T Ewpa_supplicant e

Swireless-tools .

¢ blog.csdn.net/acs713/article/details/8218:-

linux WIFIgE€iwlist. iwconfig.

iwpriv_panameral2fyi#%-CSDNEE

¢ blog.csdn.net/wteruiycbqqvwt/article/details/89678177

4m5EF 2023-08-27 22:00 - IP BT

ERBANBH, RRYE-DEHBAR!

FRITA Wi-Fi

RE—FHEFILE

g

EREITE, ERE—NITILE

XEHUTEERR

WiFi23] &2
IER TWIiFiES)di2

i 2l

(EERMBRATE (+-) ]
EEMEEARGSIAKS

P48 THRIMAES

https://zhuanlan.zhihu.com/p/648347305

FRIRTLEVLANRIS B

BEARITRE—NENNHIREE
A BR1MEHRIN0_EERR
™, ACRT&IEHIg%, HE1/0/10
EEBAPHILANIO 23508 K1-15%
RELEMEHELE R EE
WLANEBEFEIREN S RZVLANEI]- -+

—EBER

ERFINELAusbHEME
BT —RETHRE

MRZEEERESXMER, T
ccleanerBfREMKRIGE. MR
EREREE, BERNREMILI
RERFAEHEARNS 1LITHE
BIER 2.TF “BARTRL
#lgs” , HBEHB&HFapple
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