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sshd
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sshd

chroot() /var/empty

sshd chroot() /var/empty sshd

sshd



authenticator-handler

UsePrivilegeSeparation

sandbox

/etc/sshd_config

sshd_config

SECCOMP_MODE_FILTER

checking	whether	SECCOMP_MODE_FILTER	is	declared...	yes

checking	kernel	for	seccomp_filter	support...	yes

#	Connection
Port	22
Protocol	2
UseDNS	no
Compression	no

#	Authentication:
PubkeyAuthentication	yes
PermitEmptyPasswords	no
UsePAM	yes
ChallengeResponseAuthentication	yes
LoginGraceTime	60
UsePrivilegeSeparation	sandbox	#	The	relevant	Privilege	Separation	config	key
…



>	strings	./sshd	|	grep	preparing

%s:	preparing	seccomp	filter	sandbox

sandbox-seccomp-filter.c

ssh_sandbox_child()

				/*	Syscall	filtering	set	for	preauth.	*/
static	const	struct	sock_filter	preauth_insns[]	=	{
……………………
				/*	Syscalls	to	non-fatally	deny	*/
#ifdef	__NR_lstat
				SC_DENY(__NR_lstat,	EACCES),
#endif
#ifdef	__NR_lstat64
				SC_DENY(__NR_lstat64,	EACCES),
#endif
#ifdef	__NR_fstat
				SC_DENY(__NR_fstat,	EACCES),
#endif
……………………

				/*	Syscalls	to	permit	*/
#ifdef	__NR_brk
				SC_ALLOW(__NR_brk),
#endif
#ifdef	__NR_clock_gettime
				SC_ALLOW(__NR_clock_gettime),
#endif
#ifdef	__NR_clock_gettime64
				SC_ALLOW(__NR_clock_gettime64),
#endif
#ifdef	__NR_close
				SC_ALLOW(__NR_close),
#endif
#ifdef	__NR_exit
				SC_ALLOW(__NR_exit),
#endif

#ifdef	__NR_mmap
				SC_ALLOW_ARG_MASK(__NR_mmap,	2,	PROT_READ|PROT_WRITE|PROT_NONE),
#endif
#ifdef	__NR_mmap2
				SC_ALLOW_ARG_MASK(__NR_mmap2,	2,	PROT_READ|PROT_WRITE|PROT_NONE),
#endif
#ifdef	__NR_mprotect
				SC_ALLOW_ARG_MASK(__NR_mprotect,	2,	PROT_READ|PROT_WRITE|PROT_NONE),
#endif

/*	Default	deny	*/
BPF_STMT(BPF_RET+BPF_K,	SECCOMP_FILTER_FAIL),



open

openat

mmap

mprotect

close open openat

madvise

mremap

munmap

munmap

write

/*	Linux	seccomp_filter	sandbox	*/
#define	SECCOMP_FILTER_FAIL	SECCOMP_RET_KILL

#ifdef	__NR_mprotect
				SC_ALLOW_ARG_MASK(__NR_mprotect,	2,	PROT_READ|PROT_WRITE|PROT_NONE),
#endif

/*	Allow	if	syscall	argument	contains	only	values	in	mask	*/
#define	SC_ALLOW_ARG_MASK(_nr,	_arg_nr,	_arg_mask)	\
				BPF_JUMP(BPF_JMP+BPF_JEQ+BPF_K,	(_nr),	0,	8),	\
				/*	load,	mask	and	test	syscall	argument,	low	word	*/	\
				BPF_STMT(BPF_LD+BPF_W+BPF_ABS,	\
								offsetof(struct	seccomp_data,	args[(_arg_nr)])	+	ARG_LO_OFFSET),	\
				BPF_STMT(BPF_ALU+BPF_AND+BPF_K,	~((_arg_mask)	&	0xFFFFFFFF)),	\
				BPF_JUMP(BPF_JMP+BPF_JEQ+BPF_K,	0,	0,	4),	\
				/*	load,	mask	and	test	syscall	argument,	high	word	*/	\
				BPF_STMT(BPF_LD+BPF_W+BPF_ABS,	\
								offsetof(struct	seccomp_data,	args[(_arg_nr)])	+	ARG_HI_OFFSET),	\
				BPF_STMT(BPF_ALU+BPF_AND+BPF_K,	\
								~(((uint32_t)((uint64_t)(_arg_mask)	>>	32))	&	0xFFFFFFFF)),	\
				BPF_JUMP(BPF_JMP+BPF_JEQ+BPF_K,	0,	0,	1),	\
				BPF_STMT(BPF_RET+BPF_K,	SECCOMP_RET_ALLOW),	\
				/*	reload	syscall	number;	all	rules	expect	it	in	accumulator	*/	\
				BPF_STMT(BPF_LD+BPF_W+BPF_ABS,	\
								offsetof(struct	seccomp_data,	nr))
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mmap

PROT_READ|PROT_WRITE|PROT_NONE

PROT_EXEC

DEP/NX

open()

Seccomp

sandbox-darwin.c

kSBXProfileNoInternet

kSBXProfileNoNetwork

kSBXProfileNoWrite

kSBXProfileNoWriteExceptTemporary

kSBXProfilePureComputation

kSBXProfilePureComputation

void
ssh_sandbox_child(struct	ssh_sandbox	*box)
{
				char	*errmsg;
				struct	rlimit	rl_zero;

				debug3("%s:	starting	Darwin	sandbox",	__func__);
				if	(sandbox_init(kSBXProfilePureComputation,	SANDBOX_NAMED,
								&errmsg)	==	-1)
								fatal("%s:	sandbox_init:	%s",	__func__,	errmsg);

				/*
					*	The	kSBXProfilePureComputation	still	allows	sockets,	so
					*	we	must	disable	these	using	rlimit.
					*/
				rl_zero.rlim_cur	=	rl_zero.rlim_max	=	0;
				if	(setrlimit(RLIMIT_FSIZE,	&rl_zero)	==	-1)
								fatal("%s:	setrlimit(RLIMIT_FSIZE,	{	0,	0	}):	%s",
												__func__,	strerror(errno));
				if	(setrlimit(RLIMIT_NOFILE,	&rl_zero)	==	-1)
								fatal("%s:	setrlimit(RLIMIT_NOFILE,	{	0,	0	}):	%s",
												__func__,	strerror(errno));
				if	(setrlimit(RLIMIT_NPROC,	&rl_zero)	==	-1)
								fatal("%s:	setrlimit(RLIMIT_NPROC,	{	0,	0	}):	%s",
												__func__,	strerror(errno));
}



systrace

seccomp

/dev/systrace systrace ioctl

pledge tame

rpath

inet

pledge inet

sandbox-pledge.c

close open

void
ssh_sandbox_child(struct	ssh_sandbox	*box)
{
				if	(pledge("stdio",	NULL)	==	-1)
								fatal_f("pledge()");
}
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madvise

mmap

mprotect

munmap

pipe

read

recv

send

write

PROT_EXEC open()

Privilege	Separation Sandboxing

UsePrivilegeSeparation=yes

UsePrivilegeSeparation=no
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lstat,	lstat64,	fstat,	fstat64,	fstatat64,	open,	openat,	newfstatat,	stat,

stat64,	shmget,	shmat,	shmdt,	ipc,	statx

mmap,	mmap2,	mprotect,	socketcall,	ioctl	(only	on

s390	architecture)

brk,	clock_gettime,	clock_gettime64,	close,	exit,

exit_group,	futext,	futext_time64,	geteuid,	geteuid32,	getpgid,	getpid,	getrandom,	gettid,	gettimeofday,	getuid,

getuid32,	madvise,	mremap,	munmap,	nanosleep,	clock_nanosleep,	clock_nanosleep_time64,	clock_gettime64,	newselect,

ppoll,	ppoll_time64,	poll,	pselect6,	pselect6_time64,	read,	rt_sigprocmask,	select,	shutdown,	sigprocmask,	time,

write

exit_group,	close,	dup,	dup2,	dup3,	fchdir,	fstat,	fsync,	fdatasync,

ftruncate,	getdents,	getegid,	getrandom,	geteuid,	getgid,	getgroups,	getitimer,	getpgid,	getpgrp,	getpid,	getppid,

getresgid,	getresuid,	getrlimit,	getsid,	wait4,	gettimeofday,	getuid,	lseek,	madvise,	brk,	arch_prctl,	uname,

set_tid_address,	clock_getres,	clock_gettime,	clock_nanosleep,	mmap	(PROT_EXEC	and	weird	flags	aren't	allowed),

mprotect	(PROT_EXEC	isn't	allowed),	msync,	munmap,	nanosleep,	pipe,	pipe2,	read,	readv,	pread,	recv,	poll,	recvfrom,

preadv,	write,	writev,	pwrite,	pwritev,	select,	send,	sendto	(only	if	addr	is	null),	setitimer,	shutdown,	sigaction

(but	SIGSYS	is	forbidden),	sigaltstack,	sigprocmask,	sigreturn,	sigsuspend,	umask,	socketpair,	ioctl(FIONREAD),

ioctl(FIONBIO),	ioctl(FIOCLEX),	ioctl(FIONCLEX),	fcntl(F_GETFD),	fcntl(F_SETFD),	fcntl(F_GETFL),	fcntl(F_SETFL)
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